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Abstract
Since 1991, when Phillip Meyer published The new precision journalism, Investigative Journalists all over the world has been invited to use statistical methods to discover new aspects of social and political reality. One of such subjects that fit to be covered by press is organized crime, because it is defined like a kind of illegal set of actions necessarily supported by structures of States and/or big transnational corporations. The first instruments disposable to the research of irregular monetary movements (obtained from the traffic of drugs or weapons, robbery of cargo, fraud of different kinds etc.) was the electronic spread sheet and the database. Latter, the development has been assured by the improvement of Internet connections and increase of data on the web. Journalism is, now, facing a moment politically and economically dangerous but incendiary under the technical view: the convergence of media, that assembles all the core creative production in a sole machine – the computer, to capture, process and release information: spoken words, typed sentences, images, info graphics, web pages, printed material, all kind of linkage and interaction. This paper is a previous study on the possibility to enlarge the arsenal of instruments of monitoring peculiar monetary movements that may be used by Investigative Journalists. Here, the kind of devices we are studying are the neural webs, that could be trained or train themselves (by back propagation) to capture not only large transferences of money but also an unusual number of little regular movements or packets of investment or donations. 
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1. Introduction
Mingardi (1998) and Arbex Jr. and Tognolli (1998) provide tables summarizing the ten largest criminal organizations known to date. Although it is not possible to formulate absolute and homogeneous judgment, all of them are inclined to a type of pulverized performance, articulating relatively autonomous sub-structures and having scarce knowledge about one another. They perform punctual operations whose indirect integration is carried out by legally established business nets. It is clear that the available numbers can be inexact (usually, they are estimated below the occupied contingent, mainly if retailing operations are taken into account) and present an enormous growth, year after year.
 THE 10 LARGEST CRIMINAL ORGANIZATIONS
	ORGANIZATION
	NÚMBER OF MEMBERS
	PERFORMANCE AREA

	1. Cosa Nostra
	5.000
	Sicily, Italy, Mediterranean

	2. Camorra
	6.700
	Campania, Italy

	3. N’Drangheta
	5.600
	Calabria, Italy

	4. Sacra Coroa Unita
	1.000
	Puglia, Italy

	5. La Cosa Nostra
	3.000
	United States

	6. Chinese Triads
	123..000
	China, Southeast Asia

	7. Yakuza
	90.000
	Japan, Southeast Asia

	8. Russian Mafia
	5.700
	Russia, former URSS

	9. Colombian Cartel
	Data unavailable
	Colombia, Americas

	10. Nigerian Mafia 
	Data unavailable
	África, Europe, America


Source: ANSA NEW’S AGENCY. Organized Crime Conference. Naples, November
1994. (Mingardi, 1998, p. 50) and (Arbex Jr. &Tognolli, 1998).
The theme is recurrent in Investigative Journalism, given the necessary alliance between each one of these organizations - and several of them with formally legitimate segments of State structures and business groups. With the advance of technology, the press, initially restricted to the reporting of episodes - such as the gangs fights during the Dry Law in the United States of the first half of the 20th Century – begins to work with large numbers, statistical bases, cross tabulation of data, and, as we propose here, neural networks for recognizing the movement of resources derived from criminal activities. 
Sterling straightforwardly pointed to what he called the “new world order of the organized crime”, after the Soviet State had been dismantled:
The international organized crime, an imaginary threat for many in 1990’s, was already a world emergency in 1993. The great syndicates of the East and the Occident herded services and personal, soon colonizing Occidental Europe and the United States, elevating drug traffic to half a trillion dollars a year, laundering and reinvesting in legal enterprises an estimated quarter of a trillion dollars annually. A good part of this phenomenal growth originated from the fact that they had free access to a territory which encompasses half of the European continent and a good portion of Asia - a sixth of the terrestrial mass - essentially ungoverned and defenseless. (STERLING, 1997:10) 
It is essential, therefore, to discuss the issue of money laundering derived from the organized crime. It is worth remembering Zaffaroni's pondering:
Organized crime is a criminological concept, it is a penal concept, and, in that sense, it is a concept of relative accuracy. It is not a clear category to think about in criminological terms, and, even less, to think about in penal terms. (in "Round Table on the organized crime", RBCC, 1994)
2. Money laundering and organized crime

The themes organized crime and money laundering always appear so interlinked “that it seems impossible to write on one without analyzing the other” (PITOMBO, 2003, p. 21). A fundamental part of the strategy of criminal organizations, laundering is always a delicate moment which exposes the illegality of the resources transacted to authorities and public agents.
At the beginning of the 1990’s, in the peak of his anti-Mafia “crusade”, judge Falcone dedicated special attention to the combat and prevention of different (and creative) laundering mechanisms employed by the Mafia:
The drug traffic forces the recycling: it is impossible for the resulting profits ensuing from the sale of narcotics to reach their beneficiaries by means of official channels. Hence, the choice of secrecy for three reasons: the illegal character of the businesses; the eventual restrictions on capital exports; the prudence of dispatchers and receivers. (FALCONE, 1993:114)
As the volume of illicit transactions reached and overcame billions of dollars annually, it could not be laundered anymore as in Al Capone's days. The term launder appeared when the North American Mafia invested in laundries (and in other small businesses) to legalize the money gained with the selling of products and illegal services in the United States of the 1920's - mainly alcoholic beverages and high standard prostitution.
Tigre Maia offers a panoramic view on the subject:
Nowadays, the so-called “money laundering” or concealment of goods, rights and values derived from crimes constitutes a changing and complex socioeconomic process occurring in almost all of the nations of the world, whose apprehension and valorization in a normative pattern are recent (the first legislation specifically incriminating this practice dates from the end of the eighties). (TIGRE MAIA,1999:12)
Two important aspects here are the use of tax havens and the intense use of computer science - communication on the net, on-line, or through cable, aiming at escaping from any attempts of international or State control:
1. although Swiss banks and banks from other countries have traditionally rendered financial services without asking their customers too much, tax heavens did not exist half a century ago in a scale comparable to the current status: they proliferated when, in 1963, the American government limited the loans of national banks to foreign customers, and, in 1968, President Lyndon Johnson tried to force companies with subsidiaries abroad to quickly repatriate their profits. The effect of these measures was fantastic. The 375 agencies of 26 American banks which existed in 1968 and circulated US$ 22 billion, multiplied in 1971 to more than a thousand agencies of 79 banks, with assets of US$ 52 billion.
2. it was from the 1980’s onwards, with the expansion of telephony, and, subsequently, of the Internet, that were created the communicative conditions which made possible the fast circulation of money, a virtual coin constituted of binary digits, without boundaries - which, at first, does not correspond to anything currently available in the world, concentrating in endless places on Earth, constantly needing to flow and return with revenues. The portentous net of tax havens was already established.
Among the several denominations used in foreign law - money laundering, riciclaggio del denaro, l'argent blanchiment, geldwache, blanqueo de capitales, lavado de dinero e branqueamento de capitais - in Brazil, the legislator preferred the nomen iuris “laundering crimes” or “concealment of goods, rights and values”. (PITOMBO, 2003:32-33). The expression branqueamento de capitais (literally, ‘making the capital white’), common in Europe, was abandoned because it contained an ambiguity which could be considered racist.
Money laundering involves a sequence of actions concatenated in time and space: concealment, dissimulation and integration of resources (PITOMBO, 2003:36). Tigre Maia (1999) prefers placement (conversion) to concealment. 
Therefore, the first stage of a classic laundering process is called conversion or concealment. The “launderer” tries to disguise the illicit origin of his assets, hoping to physically, politically and economically separate the organized crime business community operator from those who obtained the additional resources in a previous criminal operation. 
The laundering operation known as smurfing (the partition of resources in small lots or under merchandise form, for smuggling ends) is possibly the most typical example of this first interconnected action, since it is used as a tactic to escape from the limits imposed by regulations. For instance, sums which are over R$ 10.000 must normally have their origin proven and are investigated by financial institutions; the amounts which are under the above figure are out of the scheme of systematic verification and the risk of apprehension is random. Tigre Maia offers other examples: "Deposits in checking accounts, financial applications, operations in the stock market (swaps, derivatives, hedges etc.) and wire transfers in tax havens" (TIGRE MAIA, 1999: 37). 
The second stage, fully connected to the first, is the dissimulation. Once the capital has been concealed or converted, it is then necessary to make it look legitimate: “to disguise the illicit origin and to hinder control and repression State agencies from finding the paper trail.” (TIGRE MAIA, 1999:38-39). This way, the illicit assets are diluted in many accounts and balances, in different companies and countries. Hotels, motels, schools, churches and charity institutions that live off donations, any sector in which it is difficult to check the income is suitable for dissimulation.  Tiger Maia (op. cit.) emphasizes that this stage “consubstantiates the laundering itself, whichever it may be, aiming at endowing etiologically illicit assets with a legitimate disguise.” A resource frequently employed by professional “launderers” is the use of wire transfer. The data collected by Sterling regarding the 90's speak for themselves:
In the US alone, a trillion and half licit and illicit dollars a day enter and leave the country by means of electronic telegraphic transfer. Hundreds of annual billion dollars change hands in the US drug market, and 500 billion worldwide. (STERLING, 1997: 223)
The final stage of the laundering scheme is the integration. As the expression suggests, it makes feasible the seemingly legitimate use of goods or sums “in the productive system, through the creation, acquisition and/or investment in licit businesses, or through the simple purchase of goods”. Financial and real estate markets; auctions of artistic and rare objects are some of the sectors favored by the launderers. (PITOMBO, 2003: 37).
In short, the process of capital laundering illicitly gained by criminal organizations consists of concealing and disguising the criminal origin of goods and/or sums integrating them into the economy in a Midas touch, oftentimes being performed by the financial market operators, who grant this money “a legitimate appearance, above good and evil.”
Romantini (2003), in a study on the Brazilian institutional apparatus for laundering prevention and combat, concluded that the country “quickly followed the international patterns, and, today, in terms of framework, it overcomes the patterns adopted by other nations. Nevertheless, it is still practically inefficient in terms of concrete results.” (Revista Executivos Financeiros, no.159, year XV, April 2004).
The Unicamp researcher reached the Brazilian laundering numbers. He calculated that 17 billion are taken from the country on an annual basis. The Council of Control of Financial Activities (COAF), connected to the Treasury Department, received more than 18 thousand notifications, which led to 666 inquiries. Up to now, nobody has been arrested, nor have there been any news that a cent has been recovered. In 2003, according to a report provided by COAF (05/19/04: 22, Mimeo), there were two thousand notifications and 88 accusations to the Public Prosecutions Department.
Sterling reinforces the sine qua non condition which is represented by the money laundering scheme in the reproduction of capitals generated by the different sources of the organized crime. The author advocates:
To discover and to take criminal money means to turn into crime the act of laundering it; to trap it in the entrance point in the banking system; to track it down through the system since its entrance and in its reinvestment in some legal enterprise; to identify the carrier; to identify the owner behind the carrier; to identify the money source; to appeal to the legal instruments to apprehend the money and to arrest the owner as well as the carrier; to guarantee investigations, apprehensions and prisons across national boundaries; and to do all of this without violating the individual’s legitimate right to privacy. (....) To reconcile the latter with the rest may never possible. (STERLING, 1997:231)
According to Falcone (1993), the slowest and most complex aspect of the investigations was to “find the trails of these money laundering operations”, because the procedures adopted by the agents of criminal organizations throughout the world, which basically consist “of moving the wealth away from its illegal source”, challenge national states, legislations, juridical cultures, placing international cooperation as an extremely contemporary issue.
3. Application of Artificial Neural Webs (ANRs)
The idea of testing the use artificial neural webs of technology for recognizing typical patterns of money laundering stemming from crime derives from the understanding that the success of a strategy of intelligence, prevention and combat of organized criminality, in theory already adopted in the country with the creation of the National Strategy of Prevention and Combat to Money Laundering (ENCLA 2004), intersperses with the time vector domain.
This anticipation of a group of actions, coordinated and articulated by agents and public operators, would be vastly facilitated if modern investigation technologies and criminal analyses used in the production and indication of proofs, based on software such as the Analyst's Notebook 6 and the iBase, could be connected to a system of neural webs to identify such patterns in the origin of the illicit financial operation.
The Analyst, for instance, is a tool capable of processing a certain amount of data to graphically demonstrate the correlation between people and objects - conceptually treated as entities visually evidenced before these relationships and interrelations, or like the knots of a connection that will be accomplished in a real dimension of a case or specific object of investigation.
According to the international classification adopted by the Egmont Group in 2000, the cases of international money laundering are divided into six different categories: a) concealment inside of business structures; b) inadequate use of legitimate companies; c) use of false identities or documents and use of figureheads; d) exploitation of international jurisdictional issues; e) use of assets payable to the holder; f) efficient use of the exchange of information. (COAF, 2001).
These categories were established based on a study compiled from the top one hundred most representative cases of money “laundering”. In this context, the most frequently observed indicators were: a) great movements of money in cash; b) atypical or non-justifiable transfer of resources from and to foreign jurisdictions; c) strange commercial transaction or activity; d) great and/or fast movements of resources; e) wealth incompatible with the customer’s profile; f) defensive attitude in relation to questions.
Romantini reaffirms the “fine-tuned” connection between organized crime and laundering schemes when he writes:
Money laundering is an important crutch for the organized crime, for it makes possible for the criminal enterprise to socially validate the resources obtained illicitly. (ROMANTINI, 2003: 17)
It is within this strategic importance, in the rationality which must move agents and public operators (repression organs, financial intelligence, analysis and criminal intelligence) that a model for an artificial neural web is proposed, one which is supervised and trained to recognize patterns and/or typical indicators derived from the macro international outlook on the problem.
In the Brazilian case, the normalization of the Money Laundering Law (9.613/1998) was carried out by Brazilian Central Bank, through the Circular-Letter no. 2826, signed on December 4th, 1998. In this document, which is taken as reference to preliminarily indicate the laundering patterns, the pertinent banking transactions are divided into three main categories: I) Situations involving operations in cash or traveler’s checks; II) Situations involving the maintenance of checking accounts; III) Situations involving international activities.
Each situation described above is unfolded in sub-patterns as it may be observed by means of a quick sampling:
I) Cash or traveler's checks operations: a) movements of amounts superior to the limit of R$ 10.000,00 (ten thousand reais), or of inferior amounts which, because of their regularity and form, configure an artifice for the jest of the referred limit; b) overdrafts covered on the same day; c) substantial increases in the volume of deposits of any legal entity or individual; d) deposits through numerous deliveries, so that the sum of each deposit is not significant, but their grouping is; e) movements of resources in places located in national borders; among other signs (overall 11 suspicious operations are indicated).
II) Maintenance of checking accounts: a) movement of resources is incompatible with the assets, the economic activity, or the professional occupation and presumed financial capacity of the customer; b) customary performance on behalf of third parties or without revealing the beneficiary's true identity; c) several accounts with the reception of deposits on behalf of the same customer, whose added values result in significant amounts; d) withdrawal of significant amounts from accounts which were not frequently used until then, or of accounts which received unusual deposits; e) reception of deposits in checks and/or in cash, from several places, with transfers to third parties; among other signs (overall 22 suspicious operations are indicated).
III) International activities: a) operation or proposal towards its accomplishment, with direct or indirect link, in which the foreign person is resident, domiciled, or is located in an area considered to be a tax haven; b) anticipated payments of importation and exportation carried out by a company without tradition, or whose financial evaluation is incompatible with the amount negotiated; c) use of credit card is incompatible with the customer’s financial capacity; d) frequent unilateral transfers of elevated sums, especially in the form of donation; among others (overall seven suspicious operations are indicated).
Returning to the laundering concept, in a second stage, after the conversion, the dissimulation occurs – this is the most complex phase of the process, whose “objective is to disguise the accounting tracking of the illicit resources, attempting to break the chain of evidences which connect these funds to their real origin.” (ROMANTINI, 2003, p. 21). It is traditionally here that the international link is established:
Several times the launderer attempts to move the resources inserted in the financial system by means of wire transfers across several countries. The money is preferentially moved across countries which are supported by rigid laws of bank secrecy with different national systems of control anti-laundering, or with legal or operational difficulties in terms of judicial and police cooperation.
4. Possible Variables of this Neural Web
Within this macro scenario, we propose that every single operation which may configure an indication or occurrence of a money laundering scheme is treated as a variable of the artificial neural web. Hence, the number of entering attributes on this neural network model would coincide with the total number of suspicious operations, which, in turn, is in agreement with the normative document of the Brazilian Central Bank (Circular-Letter no. 2826, from 12/04/1998).
This way, the net would have a number of neurons on the entrance layer – with an equal amount on the exit layer - in a total of 40 patterns to be trained and recognized by the model designed from the Matlab software. The technical detailing of the functions to be implemented in the training phase will be the object of more specific studies in partnership with technicians of the institutions involved - Bank of Brazil (BB) and Caixa Econômica Federal (CEF).
Technically, whatever the case may be, it is necessary to access a certain mass of data, from BB and CEF’s customers, including “launderers and non-launderers’” operations, so that it is possible to verify what is the success rate of the simulated web. Evidently, bank secrecy barriers must be broken, treating the subject as strategic interest for the organizations chosen for the testing areas of the research.
It is known in advance that the two institutions opted for probabilistic systems. BB, through the DLD System - operated in a framework constructed strictly following the terms of the Circulate-Letter 2826 of the Brazilian Central Bank - unfolds the variables within three general scenarios envisaged by the monetary authority:
The BB identified 35 types of indications suggesting that the customer is involved in some kind of fraud. Among these we find connected operations, transactions of elevated amounts, or transactions which, even involving small amounts, are frequently carried out. The bank also points to the fact that the criminals normally use several products to commit the offense: investing funds, savings accounts, exchange transactions and even welfare products. (Revista Executivos Financeiros, 2004, p. 43)
Regarding the CEF, the tool used for laundering prevention is called Sipla - Money Laundering Prevention System. Sipla makes possible for the manager to research and control all the movement of a company's checking accounts, attempting to detect accounts which have laundering traces. For the Caixa technicians, some of the typical patterns involve:
Cash movements above, below, or close to the limits established by Brazilian Central bank; movements connected to accounts maintained abroad; movements on border or risk areas; movements of companies located in tax havens; movements of people involved in reports and whose probity might be compromised; accounts moved by power of attorney; among others listed in BACEN’s 2826/98 Circular-Letter, which publishes the operations and situations which may characterize traces of suspicious operations.
5. Final remarks
To treat the organized crime as a challenge for the State by means of specific structures of intelligence and repression seems to run counter to democratic societies, even though this represents an elevated institutional cost. The borderline between an individual's rights and the new forms of criminal organization is increasingly indefinite, for the connection between the organized crime with business sectors and even with the State is intensified. The issue emerges under diverse dimensions in times of economical globalization: international narcotraffic, traffic of weapons, human beings, precious stones, corruption, fiscal withholding, among others.
This means, for instance, to witness a refined rationality in the actions of criminal agents of the first echelon. In the consummated case of money laundering at Espírito Santo, the visualization propitiated by the final plotting of the schemes allows us to describe the action of the organized criminality in relation to the State as being: a sequential strategic game of complete information (from the beginning there is a reason for pay-offs) which may assume cooperative (when there is collusion with public agents) or non-cooperative characteristics (when this co-option possibility inexists).
Concerning the Money Laundering Law (9.613/1998), if we take into account the concept of crime, there is an ambiguity which favors the action of launderers and supposed criminals. In other words, the Law presupposes the existence of centralized accounts in which money sent elsewhere could be traced. In fact, this is not the way transferences are made: the flow is not so evident.
Conversely, a more in-depth analysis related to the laws and normative regulating instruments (subsequent to the Law 9.613/1998) provides evidence that, in the laundering processes, the problem is not just located in the fragile characterization of previous crimes. From March 1998, when the law was promulgated, up to the end of 2003, the scenario of the Brazilian public sector was marked by a compromising fact: the lack of articulation and strategic performance coordinated by the different Ministries and public agencies involved in the subject.
It was only in December of 2003 that the federal government created the so-called National Strategy of Prevention and Combat to Money Laundering (ENCLA 2004). The diagnoses of the involved public agents and institutions suffered - and are still suffering - from the lack of coordinated strategic articulation, from difficulty to access databases, from the lack of technological standardization and from insufficient indicators of efficiency among others.
On the concept of the organized crime, it is appropriate to mention the differentiation offered by Celso Três (source: www.abraji.org.br) between this type of entity and a common gang. Três observes a predatory and invisible power in the organized criminality, whereas gangs or groups are non-predatory and visible. In other words, whereas the action of a gang is highly visible in relation to their leaderships, the delegates of the organized crime - especially of the first echelon - operate under the protection of some corruption scheme or in the culture of Omertà.
Nonetheless, it is in the sophistication of money laundering schemes that such difference becomes clearer. The so-called traditional organized crime, after Mingardi (1998), continuously tries to become professionalized by means of what the author calls the “organized crime business community”: the incorporation which incorporates from managerial techniques to the accomplishment of the “business” cycle.
In this sense, what has briefly been considered as laundering (three stages: to conceal, to dissimulate and to integrate) is actually composed in a single movement, strategically integrated and planned by the actors of the transnational crime.
There are challenges in relation to the possibilities and limits of the application of neural webs' technology to more precociously identify and recognize some of the typical "laundering" patterns. There are still doubts related to the access to customers' primary sources of data (movement in checking and savings accounts), as well as the capacity to train and retrain the neural webs, according to the deadlines set up by the dynamics of the banking activity.
There are two issues which might affect public action in the prevention and combat to the organized crime: inversion of the burden of proof and the access to the communication systems of crime syndicates. In the first case, it is the Public Prosecutions Department, in the condition of accuser, which has to prove the illicitness of the dirty capitals; the Public Prosecutor's Office speculates on the possibility of inverting the burden of proof: it is up to the accused to prove the legal provenience of his/her assets.
It is worth reflecting on the second aspect raised by the Public Prosecutor from São Paulo: “the weak point of the organized crime would not be the “laundering”. The Achilles’ heel “is communications, the flow of information.”
Romantini (2003) brings our attention to a crucial aspect of this “cat and mouse” game mounted on high technology:
The volume and speed of financial transactions by electronic means hinder the development of mechanisms which permit the identification of suspect operations. In order to have an idea of the numbers currently involved, and how they may grow exponentially in the future, it is important to compare the SWIFT (Society for Worldwide Interbank Financial Telecommunication S.C.) statistics to data related to the Internet: I) SWIFT: a) Funds electronically transmitted per day: US$ 12 trillion; b) Messages received per day: 2.5 million; c) Messages received per year: 580 million; d) Transactions per second: 1.000; e) Member countries: 135; f) Users: 5.300. II) Internet: a) Servers: 12.8 million; b) Users: 62 million; c) E-mails per month: 1 billion.
To close all of the “electronic gates” through which capitals generated by different sectors of the organized criminality circulate is a great challenge. In some dimensions, in actions aimed at certain niches of laundering operations, such as the banking system, the use of information technologies connected to analytical tools and criminal intelligence may shed new light on the prevention and combat to the organized criminality.
In this more general sense, it is possible to subscribe to the relevance of the efficient and effective use of neural web's technology, capable of quickly recognizing laundering patterns or locating constant structures at reasonable time intervals, thus offering experts, public agents, and intelligence and repression State forces another acting platform for the combat against the national and the transnational organized crime.
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